Abstract-Survivability has been one of the active fields in network security recently. In order to evaluate the survivability of networked system effectively, this paper proposes a method of combining grey correlation analysis and improved TOPSIS for quantitative assessment. Firstly, it normalizes indicator matrix according to improved TOPSIS method and determines the positive and negative ideal solutions. Secondly, it calculates correlation degree of every essential service in terms of grey correlation analysis, according to which with weight matrix, it gets the optimal dependency degree. Then it evaluates the whole survivability of networked system depending on the survivable function. At last the simulation and experimental results show the method is reasonable and effective.
I. INTRODUCTION
The major organizations of our society such as medical systems, financial infrastructure, manufacturing, telecommunications, education, and transportation are increasingly dependent on large-scale, highly distributed networked information systems that operate in unbounded network environments. This dependency magnifies the far-reaching consequences of system damage from attacks and intrusions. Despite the best effort of security practitioners, no amount of security can guarantee that systems that are connected to an unbounded network will not be penetrated. Survivability has been a new field in network security.
Traditional security technologies are designed to protect systems with centralized administration and coordination and it can not provide a survivable solution in the context of unbounded networks, such as the Internet, which have no central administrative control and no unified security policy. Survivability can help ensure that such systems deliver essential services despite successful intrusions. Survivability has been a new field in network security.
A. Definition of Survivability
Survivability is currently no unified concept, but the popular one comes from the CERT /CC. That is, Survivability is the capability of a system to fulfill its mission, in a timely manner, in the presence of attacks, failures, or accidents [1] . Unlike traditional security measures that concentrate on central control and protection, survivability addresses unbounded network environments with no central control or unified security policy.
The focus of Survivability is on the delivery of essential services and preservation of essential assets, during attack and compromise and timely recovery of full services. Essential services are defined as the functions of the system that must be maintained when the environment is hostile or failures or accidents are detected that threaten the system [2] . To maintain the capability to deliver essential services in the face of attack, failure or accident, survivable system must have '3R': Resistance, Recognition, and Recovery as three properties. Resistance is the capability of a system to repel attacks. Recognition is the capability to detect attacks as they occur, and to evaluate the extent of damage and compromise. Recovery, a hallmark of survivability, is the capability to maintain essential services and assets during attack, limit the extent of damage, and restore full services following attack.
B. Evaluating the Survivability
In order to judge the capability of systems to maintain the services in unsafe environment so as to take good measures to improve the performance of the system, it is necessary to evaluate the extent of survivability. Yet mature measures of survivability are limited at the present time and few networked systems consider the problem of survivability in design. Generally, assessment of the survivability can be carried out in existing systems and then it gives a briefing on findings and recommendations. Assessment has been one important research of survivability.
C. The Concept of Assessment.
Assessment of the survivability is to use all kinds of mathematics method for qualitative and quantitative analysis of the survivability of networked information system and then evaluate the performance.
D. Related Works About Assessment.
The most methods of assessment are in two ways. One is about '3R': Lin et al. proposed a method of survivability analysis and implement [3] . Gao et al. provided a framework for quantifying the '3R' of survivability [4] . Li proposed a revised mathematic method to improve accuracy to the former [5] . The other is about essential services: Wang, Zhang et al. analyzed the survivability using fuzzy method [6, 7] . Jun explored the application of rough set in evaluating the survivability [8] . Kings transformed the survivability to graph scheduling [9] . Jha et al. used a Constrained Markov Decision Process (CMDP) to form the basis of survivability analysis [10] . Zhao et al. proposed a novel quantitative analysis method based on grey relation analysis to evaluate the actual network survivability [11] . Zhang et al. normalized interval number performance indicators and gave quantitative evaluations for the whole network storage system [12] . Alex proposed a semimarkov survivability evaluation model and implemented a real intrusion tolerant database system to validate the presented state-space models [13] . Dumas studied to improve system survivability via gracefully degraded substitution [14] . Poul etc. explored survivability modeling in telecommunication network and evaluated the survivability of a network with virtual connections exposed to links or node failures [15] . Hamza et al. were concerned about the survivability in multi-domain optical networks and used graph partitioning techniques to solve the scalability problem [16] . Al-Kofahi et al. surveyed and a variety of survivability issues and discussed how to use the network coding technique to achieve a better degree of scalability in wireless networks [17] . James et al. provided an architectural framework for survivability in communication networks and some effective strategies to improve the system situation [18] .
Different from above, this paper proposes a quantitative method of combining improved TOPSIS and grey correlation to evaluate the survivability of networked system. The rest of the paper is organized as follows. In Section II, we give what the grey theory is and its application. In Section III, we discuss the difference between traditional TOPSIS and improve TOPSIS. In Section IV, quantitative measures of system survivability are proposed. We validate the proposed new method in Section V through experiments. We conclude our paper in Section VI.
II. GREY CORRELATION
Grey theory, proposed by Deng in 1982 [19] , is an effective mathematical means to deal with system analysis characterized by incomplete information. Grey system theory presents a grey correlation space, and a series of nonfunctional type models are established in this space so as to overcome the obstacles of needing a massive amount of samples in general statistical methods, or the typical distribution and large amount of calculation work. Grey relational analysis is just an important concept. Based on statistical analysis of many factors, grey correlation is used to describe uncertain relations among things, among elements of systems, or among elements and behaviors. The definition of grey correlation is described as follows.
Where x 0 (k) is the first k element of reference vector,
is the minimum of the difference in two levels, and
is the maximum of the difference in two levels. ρ is the distinguished coefficient, and ρ∈ [0,1], usually, ρ=0.5. Nowadays, Networked information system is in unbounded environment with distributed administrative control without central authority, limited visibility beyond the boundaries of local administration, and lack of complete information on the network. So applying grey relational analysis to evaluate the survivability is appropriate.
III. TOPSIS TOPSIS is the abbreviation for The Technique for
Order Preference by Similarity to Ideal Solution. It was firstly developed by Hwang and Yoon and used to compare many plans in terms of a number of indicators and choose the best one. Its main steps are: normalizing the original evaluation matrix, constructing the weighted normalized evaluation matrix based on weighted matrix, determining positive and negative ideal solutions, calculating the relative closeness to the ideal solution, and sorting all the plans. In short, the positive ideal solution is made up of all best values according to criteria, where the negative ideal solution is composed of all best values.
While the method of traditional TOPSIS arises reverse order easily because of weighted normalized evaluation matrix [20, 21] , therefore, improved TOPSIS is proposed. That is, ideal solutions don't depend on any weighted indicators. After normalizing the original matrix, the ideal solution will be determined. Until calculating relative closeness, the weighted matrix is used.
There exists a certain degree of similarity between the input and operation of grey correlation and the multiple criteria evaluation of TOPSIS. Thus, this paper is based on the concept of improved TOPSIS in combination with the application of grey correlation in order to evaluate the survivability of the networked system.
IV. THE NEW METHOD
This method is made up of three parts: a survivable system model, an algorithm based on grey relation analysis and improved TOPSIS and the assessment of survivability. Firstly, we need to extract critical services and performance indicators. Secondly, we use grey correlation to calculate the closeness of each critical service to the ideal solution. At last, we define a survivable function, and according to it we can calculate the system survivability.
The method is described in the following steps.
A. Hierarchical Model. Fig. 1 describes a hierarchical model of evaluating system survivability. The process is mainly made up of three layers. Firstly, indicators and critical services need to be defined. Next, we must determine the situation of each critical service by a series of computations. And then we can evaluate the whole system survivability. 
The Positive and Negative Ideal Solutions. (3) and (4) are the positive and negative ideal solutions according to V'. Where J + is the set of profit-oriented indicators and J -is the set of cost-oriented indicators. (5) and (6) . Therefore, we can obtain correlation matrix E + and E -. 
Supposing that the weight of indicator j is w j derived from Delphi, we can achieve the grey correlation degree of S i to the ideal solution described as (7) and (8). 
D.The Whole Survivability of Networked System
The Optimal Dependency Degree. The bigger γ (S i , p + ) gets, which means the higher the grey correlation degree is, the better S i behaves. In turn, the bigger γ (S i , p -) gets, which means the lower the grey correlation degree is, the worse S i behaves. Therefore, the optimal dependency degree of Si can be defined as follows.
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The difference of this method from traditional TOPSIS rests in its introduction of the definition of grey relational analysis to replace the definition of general distance. Meanwhile, the definition of grey correlation is revised so as to reflect the impact of the preference of weight matrix.
The Whole Survivability of Networked System. From the definition of survivability, we can know the essential service must be survivable. If any key service can not be maintained under hostile environment, the system can not deliver the service to the users. As a result, the system comes to the ground. Thus, it is reasonable that the whole survivability of networked information system is defined as (10) .
Where δ is threshold, usually, δ=0.3, and w i is gotten 
V. EXPERIMENTS
Supposing that critical services are made up of ftp, telnet, rpc and e-mail in networked system and the weight is 0.5, 0.2, 0.2 and 0.1 separately. The system mainly considers three factors: integrity, confidentiality, availability, which can be divided into seven performance indicators in details as Table 1 . Deny access and accept access are scored by administrator and the range from 1 to 4. 1 means the best and 4 means the worst. In addition, Deny access, accept access and channel delay belong to cost-oriented indicators and the others belong to profitoriented ones.
According to (2) , normalized metrics V' is derived. 
According to (3) and (4), we can get the positive ideal solution P and the negative ideal one N. According to (5) and (6) In the same way, according to formula (9), the optimal dependency degree gets.
(0.61,0.55,0.52,0.35) u = At last, according to formula (10), we get the whole survivability of the networked information system.
SURV=0.55
At different time, we get another data again as V 1 . 
Furthermore, we achieve γ 1 + and γ 1 -. In the same way, the optimal dependency degree u 1 is gotten and then we achieve SURV 1 by computation. Data reuse rate, channel throughput, and channel utilization decrease while Channel delay arises, the dependency degree of ftp, telnet and rpc also decrease, but the e-mail's is the reverse. Why? The reason is that the dependency degree is relative. From V 0 and V 1 , we can see the max of the weight of is date reuse rate. Data reuse rate of the first three services decreases to some extent, whereas the last one keeps the same. Therefore, it increases relatively compared with others. The results of the experiment and the running system are in the agreement, which shows that the proposed method is feasible and effective.
VI. CONCLUSIONS AND THE FUTURE WORKS
Evaluating the survivability is one important aspect of networked system, based on which enhanced technology can be implemented. This paper presented a method of evaluating survivability by combining improved TOPSIS and grey correlation. Firstly, we used improved TOPSIS to calculate the positive and negative ideal solutions. Then, the optimal dependency degree could be achieved with the aid of grey correlation analysis. Afterwards, we defined a survivable function to evaluate the entire situation of the system. Finally, the experiments showed the method was feasible and effective. This paper did some work on the assessment of the networked system, but there are a number of problems to be solved, such as how to make the weight of the indicators fair and reasonable, how to restore the damaged services etc. In the near future, we will concentrate on constructing reasonable indicator system and studying which suggestions should be thrown out according to the results of the survivability assessment so that the system can recovery from hostile environment in time.
